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hCon
urren
y is a fundamental attribute of systems software. Asyn
hronous
omputation is the norm in important software 
omponents su
h as operatingsystems, databases, and web servers. As multi-
ore ar
hite
tures �nd their wayinto mainstream desktop 
omputers, we are likely to see an in
reasing use ofmultithreading in appli
ation software as well. Unfortunately, the design of 
on-
urrent programs is a very 
hallenging task. The main intelle
tual diÆ
ulty ofthis task lies in reasoning about the intera
tion between 
on
urrently exe
ut-ing threads. Nondeterministi
 thread s
heduling makes it extremely diÆ
ult toreprodu
e behavior from one run of the program to another. As a result, thepro
ess of debugging 
on
urrent software be
omes tedious resulting in a drasti
de
rease in the produ
tivity of programmers. Sin
e 
on
urren
y is both impor-tant and diÆ
ult to get right, it is imperative that we develop te
hniques andtools to automati
ally dete
t and pinpoint errors in 
on
urrent programs.The 
urrent state-of-the-art in testing 
on
urrent software is unsatisfa
toryfor two reasons. The �rst problem is that testing is not systemati
. A 
on
urrenttest s
enario is exe
uted repeatedly in the hope that a bad thread s
hedule willeventually happen. Testers attempt to indu
e bad s
hedules by 
reating thou-sands of threads, running the test millions of times, and for
ing 
ontext swit
hesat spe
ial program lo
ations. Clearly, these approa
hes are not systemati
 be-
ause there is no guarantee that one exe
ution will be di�erent from another. These
ond problem is that a bad s
hedule, if found, is not repeatable. Consequently,the programmer gets little debugging help on
e a bug has been dete
ted.The Chess proje
t at Mi
rosoft Resear
h attempts to address these limita-tions by providing systemati
, repeatable, and eÆ
ient enumeration of threads
hedules, in a style of program veri�
ation 
ommonly known as model 
he
k-ing [1, 8℄. Chess instruments the program exe
ution in order to get 
ontrol ofthe s
heduling. The instrumentation allo
ates a semaphore for ea
h thread thatis 
reated, and preserves the invariant that at any time every thread but one isblo
ked on its semaphore. Thus, the underlying operating system s
heduler isfor
ed to s
hedule the one thread that is not blo
ked. When this thread rea
hesthe next point in its exe
ution that is instrumented, a di�erent thread 
an bes
heduled by performing appropriate operations on their respe
tive semaphores.This me
hanism allows Chess to implement a simple depth-�rst sear
h of threads
hedules, thereby providing the guarantee that ea
h thread s
hedule generatedis di�erent. Moreover, if a s
hedule results in an error, it 
an be replayed adin�nitum.Clearly, the number of possible s
hedules for realisti
 
on
urrent programs ishuge. For example, the number of exe
utions for a program with n threads, ea
h



of whi
h exe
utes k steps, 
an be as large as
(nk). This asymptoti
 
omplexity isthe essen
e of the so-
alled state-explosion problem that has 
onfounded attemptsto s
ale model 
he
king to large programs.To 
ombat the state-explosion problem, resear
hers have investigated redu
-tion te
hniques su
h as partial-order redu
tion [4℄ and symmetry redu
tion [6,5℄. Although these redu
tion te
hniques help in 
ontrolling the state explosion, itremains pra
ti
ally impossible for model 
he
kers to fully explore the behaviorsof large programs within reasonable resour
es of memory and time. For su
hlarge programs, model 
he
kers typi
ally resort to heuristi
s to maximize thenumber of errors found before running out of resour
es. One su
h heuristi
 isdepth-bounding [9℄, in whi
h the sear
h is limited to exe
utions with a boundednumber of steps. If the sear
h with a parti
ular bound terminates, then it isrepeated with an in
reased bound. Unlike other heuristi
s for partial state-spa
esear
h, depth-bounded sear
h provides a valuable 
overagemetri
|if sear
h withdepth-bound d terminates then there are no errors in exe
utions with at most dsteps.Sin
e the number of possible behaviors of a program usually grows expo-nentially with the depth-bound, iterative depth-bounding runs out of resour
esqui
kly as the depth is in
reased. Hen
e, depth-bounding is most useful wheninteresting behaviors of the program, and therefore bugs, manifest in small num-ber of steps from the initial state. The state spa
e of message-passing soft-ware has this property whi
h a

ounts for the su

ess of model 
he
king onsu
h systems [3, 7℄. In 
ontrast, depth-bounding does not work well for multi-threaded programs, where the threads in the program have �ne-grained inter-a
tion through shared memory. While a step in a message-passing system isthe send or re
eive of a message, a step in a multithreaded system is a reador write of a shared variable. Typi
ally, several orders of magnitude more stepsare required to get interesting behavior in a multithreaded program than in amessage-passing program.Chess implements a novel algorithm 
alled iterative 
ontext-bounding fore�e
tively sear
hing the state spa
e of a multithreaded program. In an exe
utionof a multithreaded program, a 
ontext swit
h o

urs when a thread temporarilystops exe
ution and a di�erent thread starts. The iterative 
ontext-boundingalgorithm bounds the number of 
ontext swit
hes in an exe
ution. However, athread in the program 
an exe
ute an arbitrary number of steps between 
ontextswit
hes, leaving the exe
ution depth unbounded.Furthermore, the iterative 
ontext-bounding algorithm distinguishes betweentwo kinds of 
ontext swit
hes | preempting and nonpreempting. A preempting
ontext swit
h, or simply a preemption, o

urs when the s
heduler suspends theexe
ution of the running thread at an arbitrary point. This 
an happen, forinstan
e, at the expiration of a time sli
e. On the other hand, a nonpreempting
ontext swit
h o

urs when the running thread voluntarily yields its exe
ution,either at termination or when it blo
ks on an unavailable resour
e. The algorithmbounds the number of preemptions while leaving the number of nonpreempting
ontext swit
hes unbounded.



Limiting the number of preemptions has many powerful and desirable 
onse-quen
es for systemati
 state-spa
e exploration of multithreaded programs. First,bounding the number of preemptions does not restri
t the ability of the model
he
ker to explore deep in the state spa
e. This is due to the fa
t that, startingfrom any state, it is always possible to drive a terminating program to 
om-pletion (or to a deadlo
k state) without in
urring a preemption. As a result,a model 
he
ker is able to explore interesting program behaviors, even with abound of zero!Se
ond, for a �xed number of preemptions, the total number of exe
utionsin a program is polynomial in the number of steps taken by ea
h thread. Thistheoreti
al upper bound makes it pra
ti
ally feasible to s
ale systemati
 explo-ration to large programs without sa
ri�
ing the ability to go deep in the statespa
e.Finally, iterative 
ontext-bounding �nds a tra
e exposing the error with thesmallest number of preemptions. As most of the 
omplexity of analyzing a 
on-
urrent error-tra
e arises from the intera
tions between the threads, the algo-rithm naturally seeks to provide the simplest explanation for the error. More-over, when the sear
h runs out of resour
es after exploring all exe
utions with
 preemptions, the algorithm guarantees that any error in the program requiresat least 
+1 preemptions. In addition to providing a valuable 
overage metri
,it also provides the programmer with an estimate of the 
omplexity of bugsremaining in the system and the probability of their o

urren
e in pra
ti
e.An important aspe
t of the Chess implementation is its dynami
 partitioningof the set of program variables into data and syn
hronization variables. Typi
alprograms use syn
hronization variables, su
h as lo
ks, events, and semaphores,to ensure that there are no data-ra
es on the data variables. Motivated by thisobservation, Chess introdu
es 
ontext swit
hes only at a

esses to syn
hroniza-tion variables and veri�es that a

esses to data variables are ordered by a

essesto syn
hronization variables in ea
h explored exe
ution using the Goldilo
ks [2℄data-ra
e dete
tion algorithm.Our evaluation provides empiri
al eviden
e that a small number of preemp-tions is suÆ
ient to expose nontrivial 
on
urren
y bugs. Chess has un
overed 9previously unknown bugs in several real-world multithreaded programs. Ea
h ofthese bugs was exposed by an exe
ution with at most 2 preemptions. Also, for aset of programs for whi
h 
omplete sear
h is possible, few preemptions are suÆ-
ient to 
over most of the state spa
e. This empiri
al eviden
e strongly suggeststhat when fa
ed with limited resour
es, whi
h is invariably the 
ase with model
he
kers, fo
using on the polynomially-bounded and potentially bug-yielding ex-e
utions with a small preemption bound is a produ
tive sear
h strategy.Referen
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