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Concurrency is a fundamental attribute of systems software. Asynchronous
computation is the norm in important software components such as operating
systems, databases, and web servers. As multi-core architectures find their way
into mainstream desktop computers, we are likely to see an increasing use of
multithreading in application software as well. Unfortunately, the design of con-
current, programs is a very challenging task. The main intellectual difficulty of
this task lies in reasoning about the interaction between concurrently execut-
ing threads. Nondeterministic thread scheduling makes it extremely difficult to
reproduce behavior from one run of the program to another. As a result, the
process of debugging concurrent software becomes tedious resulting in a drastic
decrease in the productivity of programmers. Since concurrency is both impor-
tant and difficult to get right, it is imperative that we develop techniques and
tools to automatically detect and pinpoint errors in concurrent programs.

The current state-of-the-art in testing concurrent software is unsatisfactory
for two reasons. The first problem is that testing is not systematic. A concurrent
test scenario is executed repeatedly in the hope that a bad thread schedule will
eventually happen. Testers attempt to induce bad schedules by creating thou-
sands of threads, running the test millions of times, and forcing context switches
at special program locations. Clearly, these approaches are not systematic be-
cause there is no guarantee that one execution will be different from another. The
second problem is that a bad schedule, if found, is not repeatable. Consequently,
the programmer gets little debugging help once a bug has been detected.

The CHESS project at Microsoft Research attempts to address these limita-
tions by providing systematic, repeatable, and efficient enumeration of thread
schedules, in a style of program verification commonly known as model check-
ing [1,8]. CHESS instruments the program execution in order to get control of
the scheduling. The instrumentation allocates a semaphore for each thread that
is created, and preserves the invariant that at any time every thread but one is
blocked on its semaphore. Thus, the underlying operating system scheduler is
forced to schedule the one thread that is not blocked. When this thread reaches
the next point in its execution that is instrumented, a different thread can be
scheduled by performing appropriate operations on their respective semaphores.
This mechanism allows CHESS to implement a simple depth-first search of thread
schedules, thereby providing the guarantee that each thread schedule generated
is different. Moreover, if a schedule results in an error, it can be replayed ad
infinitum.

Clearly, the number of possible schedules for realistic concurrent programs is
huge. For example, the number of executions for a program with n threads, each



of which executes k steps, can be as large as £2(n*). This asymptotic complexity is
the essence of the so-called state-explosion problem that has confounded attempts
to scale model checking to large programs.

To combat the state-explosion problem, researchers have investigated reduc-
tion techniques such as partial-order reduction [4] and symmetry reduction [6,
5]. Although these reduction techniques help in controlling the state explosion, it
remains practically impossible for model checkers to fully explore the behaviors
of large programs within reasonable resources of memory and time. For such
large programs, model checkers typically resort to heuristics to maximize the
number of errors found before running out of resources. One such heuristic is
depth-bounding [9], in which the search is limited to executions with a bounded
number of steps. If the search with a particular bound terminates, then it is
repeated with an increased bound. Unlike other heuristics for partial state-space
search, depth-bounded search provides a valuable coverage metric—if search with
depth-bound d terminates then there are no errors in executions with at most d
steps.

Since the number of possible behaviors of a program usually grows expo-
nentially with the depth-bound, iterative depth-bounding runs out of resources
quickly as the depth is increased. Hence, depth-bounding is most useful when
interesting behaviors of the program, and therefore bugs, manifest in small num-
ber of steps from the initial state. The state space of message-passing soft-
ware has this property which accounts for the success of model checking on
such systems [3,7]. In contrast, depth-bounding does not work well for multi-
threaded programs, where the threads in the program have fine-grained inter-
action through shared memory. While a step in a message-passing system is
the send or receive of a message, a step in a multithreaded system is a read
or write of a shared variable. Typically, several orders of magnitude more steps
are required to get interesting behavior in a multithreaded program than in a
message-passing program.

CHESS implements a novel algorithm called iterative context-bounding for
effectively searching the state space of a multithreaded program. In an execution
of a multithreaded program, a context switch occurs when a thread temporarily
stops execution and a different thread starts. The iterative context-bounding
algorithm bounds the number of context switches in an execution. However, a
thread in the program can execute an arbitrary number of steps between context
switches, leaving the execution depth unbounded.

Furthermore, the iterative context-bounding algorithm distinguishes between
two kinds of context switches — preempting and nonpreempting. A preempting
context switch, or simply a preemption, occurs when the scheduler suspends the
execution of the running thread at an arbitrary point. This can happen, for
instance, at the expiration of a time slice. On the other hand, a nonpreempting
context switch occurs when the running thread voluntarily yields its execution,
either at termination or when it blocks on an unavailable resource. The algorithm
bounds the number of preemptions while leaving the number of nonpreempting
context switches unbounded.



Limiting the number of preemptions has many powerful and desirable conse-
quences for systematic state-space exploration of multithreaded programs. First,
bounding the number of preemptions does not restrict the ability of the model
checker to explore deep in the state space. This is due to the fact that, starting
from any state, it is always possible to drive a terminating program to com-
pletion (or to a deadlock state) without incurring a preemption. As a result,
a model checker is able to explore interesting program behaviors, even with a
bound of zero!

Second, for a fixed number of preemptions, the total number of executions
in a program is polynomial in the number of steps taken by each thread. This
theoretical upper bound makes it practically feasible to scale systematic explo-
ration to large programs without sacrificing the ability to go deep in the state
space.

Finally, iterative context-bounding finds a trace exposing the error with the
smallest number of preemptions. As most of the complexity of analyzing a con-
current, error-trace arises from the interactions between the threads, the algo-
rithm naturally seeks to provide the simplest explanation for the error. More-
over, when the search runs out of resources after exploring all executions with
¢ preemptions, the algorithm guarantees that any error in the program requires
at least c¢+1 preemptions. In addition to providing a valuable coverage metric,
it also provides the programmer with an estimate of the complexity of bugs
remaining in the system and the probability of their occurrence in practice.

An important aspect of the CHESS implementation is its dynamic partitioning
of the set of program variables into data and synchronization variables. Typical
programs use synchronization variables, such as locks, events, and semaphores,
to ensure that there are no data-races on the data variables. Motivated by this
observation, CHESS introduces context switches only at accesses to synchroniza-
tion variables and verifies that accesses to data variables are ordered by accesses
to synchronization variables in each explored execution using the Goldilocks [2]
data-race detection algorithm.

Our evaluation provides empirical evidence that a small number of preemp-
tions is sufficient to expose nontrivial concurrency bugs. CHESS has uncovered 9
previously unknown bugs in several real-world multithreaded programs. Each of
these bugs was exposed by an execution with at most 2 preemptions. Also, for a
set of programs for which complete search is possible, few preemptions are suffi-
cient to cover most of the state space. This empirical evidence strongly suggests
that when faced with limited resources, which is invariably the case with model
checkers, focusing on the polynomially-bounded and potentially bug-yielding ex-
ecutions with a small preemption bound is a productive search strategy.
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